Machine Learning Implications
for Intelligence and Insights
Man versus Machine: How can new technologies
augment our intelligence capabilities?

by Jesper Martell & Paul Santilli
1. Introduction
This article describes how Machine Learning (ML) can
be applied to solve intelligence problems. Machine
Learning is often expressed in different ways (e.g.
Artificial Intelligence (AI), predictive analytics, datamining, deep learning, forecasting, Natural Language
Processing, Simulations), but basically it is all about
algorithms that analyze data to find models that can
be used to predict outcomes or understand context
with significant accuracy and improve or “learn” as
information is made available. The question is how can
this be applied in the intelligence world?

2. The New Digitized World
Machine Learning and Artificial Intelligence are not
new concepts, so why have these recently become so
important for intelligence professionals and analysts?
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The simple reason is that we are living in a sociological
era that is unlike anything in history. Through the
use of technology, not only have new products been
developed that have changed our usage of tools,
but this technology has literally changed sociological
and behavior patterns in humans. Our communication,
interaction, social engagement and networks have all
been revolutionized through the development of a
digitized society. Within a period of roughly 10 years
during the middle of last decade, there was a complete
paradigm shift in the way people communicated. A
total and complete change in behavior has occurred
in a very short window of time, with an extraordinary
rate of adoption of new technology that is immediately
pervasive in the social lexicon of mankind. And the rate
of change is getting even faster. This has a dramatic
impact on the challenges for organizations to not only
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adopt and understand the technology, but to also
use this technology to effectively compete within this
environment.

In today’s world, every company is at risk of missing a
market opportunity, not securing their enterprise, and
being disrupted by a new idea or business model.

What is also interesting is that, unlike historical times,
when more developed and technologically savvy
countries and geographical regions of the world were
able to harness a new technology quicker than other
“less evolved” areas, this digitized technology adoption
is literally borderless. This results in the globalization
of a digitized society on an unprecedented scale.
New ideas and applications are traveling at the
speed of the internet. Multi-billion dollar “gamechanging” companies rise and fall based on the newest
technological disruption that is almost becoming a
monthly “expectation”, rather than a generational
revolutionary development.

We are now living in a comprehensive digitized society.
With the upcoming maturity of The Internet of Things
and the connectivity associated with this concept,
we can potentially have billions of people being
connected with billions of devices. The sheer scope of
the data analytics challenge is readily apparent and
overwhelming! Time to Insights and Time to Execution
are more critical than ever, as the ability to respond to
market disruptions is quickly evolving from months and
years to days and weeks.

The barriers to entry are extremely low – no longer
are incubation companies relying on an influx of
huge venture capital resources and funding to grow
their ideas and gain traction in markets dominated
by corporate giants. Rather, those digitized ventures
are undermining the hard and steadfast corporate
fixtures by 1) understanding this digitized environment
and 2) out maneuvering these giants by overlapping
a digitized capability on top of a bricks-and-mortar
foundation.
Turning ideas into value is how success is defined in
today’s environment. The ability to learn quickly and to
anticipate the future of the market are critical success
factors. One underlying factor is, however, universal
and absolute: Time – this is the differentiator, no
matter what industry you’re in.
It isn’t just about a company’s ability to execute a good
idea; It is also about the inability of the established
fixtures in the industry to act quickly to transform its
own business models to compete. Their inability to
compete is usually based on either 1) not seeing the
transition towards digitization, 2) seeing and ignoring
it due to not wanting to get out of their “comfort zone”,
or 3) seeing, responding, but not fully understanding
the implications and requirements and missing that key
factor previously mentioned – Time to Execution.
The ability to pivot during this disruption is what
differentiates nimble organizations from those who are
static and slow to respond.
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3. Disrupting the Intelligence World
Through the eyes of an intelligence professional, the
business climate will be increasingly challenging. The
onslaught of never-ending data, the proliferation
of incubation test beds, the rise of internet business
disruptors overnight— this all has a dramatic effect
on the intelligence professional’s ability to not only
acquire the right data, but to be able to synthesize the
analytics in order to drive it to the right conclusions, all
while navigating through a non-stop, fluid information
environment. Sequential processing of analytics is a
thing of the past. The business climate is moving so fast
that organizations need to incorporate intelligence and
analytics as an integral part of their organizations,
where the ongoing data collection, synthesis and
integration with the entire company strategy is a
normal part of the work process.
Unfortunately, Intelligence communities are often
stuck in the same mold of consistently using common
methodologies, fragmented infrastructure hierarchy,
and limited ability to influence company direction.
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For the intelligence to be truly applied universally,
corporations must take a pragmatic approach to
leveraging the intelligence and analysis efforts
throughout the company and recognize the value of
systemic approaches to integrating intelligence into the
overall strategy of the company.
The fundamental key differentiator is the ability to
generate executable insights at a speed which is
higher than that of your competitors, and to act upon
those insights at the correct moment. History is fraught
with examples of premature or mistimed product/
technology introductions plagued with miscues due to
poor intelligence, delayed decision making, and illconceived execution tactics and strategies. But history
is also rich in examples of introductions that have
successfully mastered this challenge, first and foremost,
by understanding the technology curve, gathering
insights, and embracing business disruption challenges
while identifying new opportunities for growth. This
has been an extremely uncomfortable behavior for
many CEOs – having to think outside of their business
core competencies and take strategic action that may
be far outside the revenue generating functions of
the company. Of course, the risks and uncertainties
often outweigh the decision to move tangentially, but
organizations cannot take the huge risk of “disruption
impact avoidance” and put their heads in the sand with
the hopes of it not affecting their company – especially
in today’s digitized society!
The questions you have to ask:
What is the potential for this new idea?
What information do I need in order to add this to our
business strategy?
How fast can I monetize the opportunity?
So, how does an intelligence organization capitalize
on this information-rich digitized society to provide the
content organizations need to best equip them in this
act? The challenge is the ability to acquire, process,
and analyze data on a virtually real-time basis.
Realistic? Not entirely, but there are mechanisms that
can help with getting the modeling behavior further
down the timescale axis into an environment where
analytics can be done more frequently and with
better accuracy than the historical traditional “batch”
processing algorithms often used by the intelligence
community.
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A new and exciting capability is around automating
the collection of pertinent information and the
subsequent downstream “learnings” of the data
pool. The ability to utilize tools to gather and process
this data through large central data repositories
(Knowledge Management Systems, Business Information
Systems, Customer Databases, etc.) is becoming a
necessity. However, coupled with this is the application
of Machine Learning to subsequently “predict” the
business behavior and to automate much of the
analytics process in order to have nimbler organizations
and provide actionable insights on a faster basis. This
is where organizations have the biggest return on
investment when faced with the daunting challenges of
the digitized society.

4. Introducing Artificial Intelligence and Machine
Learning
We all know and feel that the volume of available
information has grown exponentially in recent years
and will continue to do so. However, at the same time
the computational power and storage capabilities of
machines are quickly increasing and there are more
sophisticated algorithms created to sift through all this
information.
We have arrived at a point where we are starting
to ask ourselves if machines can actually think for
us. While the concept of Artificial Intelligence has
been around for a long time (see next image), these
recent advances in algorithms, processing power,
and exponential growth in available information
are suddenly enabling the creation of machines with
unprecedented capabilities.
While these technologies might not actually “think” in
the way we mean thinking, machines are beginning to
perform tasks that have always been thought to be the
sole domain of humans – and sometimes even being
superior to humans at performing some of the tasks.
Suddenly, meaningful AI does not seem so far away.
Artificial Intelligence is a broad field in computer
science that simulates aspects of human intelligence,
while Machine Learning refers to a more specific
process of using algorithms to accomplish a specific
task.
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Figure 1. Machine Learning can be seen as a subset of Artificial Intelligence

This article will focus specifically on how Machine
Learning can be applied to solve intelligence problems.
Machine Learning is often expressed in different ways
(e.g. Artificial Intelligence, predictive analytics, datamining, deep learning, forecasting, Natural Language
Processing and Simulations), but basically it is all about
algorithms that analyze data to find models that can
be used to predict outcomes or understand context with
significant accuracy and improve or “learn” as more
information is made available.
Conventional software programs are hard-coded
by developers with specific instructions on the tasks
they need to execute. While this works well in many
situations, this type of top down instruction manual has
limitations and does not evolve over time. The human
programmer cannot code provisions that account for
every possible state of the world. If the environment
changes, the software programs will malfunction
or cease to be relevant. By contrast, it is possible
to create algorithms that “learn” from data and, if
necessary, evolve and adapt to new circumstances
without being explicitly reprogrammed. The concept
underpinning machine learning is to give the algorithm
“experiences” (training data) and a generalized
strategy for learning, then let the algorithm identify
patterns, associations, and insights from the data—in
short, to train the system rather than program it.

5. So, what is an algorithm?
Since algorithms are at the core of Machine Learning,
it is important to understand how they work because
this is definitely an area were intelligence professionals
i am scip

can apply their expertise. Machine Learninggenerated algorithms (models) are functions that take
input variables, apply a formula and/or rule to predict
an outcome.
An algorithm
Y= f(X)
Y= Predicted outcome (validation, approval)
F = Prediction function (model)
X = Input variables (data)
Thus, in technical terms, an algorithm is a sequence of
instructions telling a computer what to do. Here is a
concrete example of an algorithm that could be used
by a computer for playing tic-tac-toe, with the likeable
property that it never loses!
Algorithms can be very powerful and intelligent, but
they have the following limitations:
• Based on probabilities (i.e. 66% chance that you will
like a particular TV show).
• There are questions they cannot predict accurately
(e.g. elections, macroeconomics, disasters).
• They are based on data from the past and are not
necessarily causative.
• They rely heavily on being supplied with relevant
data, preferably data that is consistent and does not
change too fast.
• If they are supplied with low quality data, then the
results will be of poor quality.
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Figure 2. Example of an algorithm that never loses
If your opponent has 2 in a row, play on the remaining square.
Otherwise, if there is a move that creates 2 lines of 2 in a row, play that.
Otherwise, if the center square is free, play there.
Otherwise, if your opponent has played in a corner, play in the opposite
corner.
Otherwise, if there is an empty corner, play there.
Otherwise, play on an emty square.

6. Applying Machine Learning to Intelligence
Problems
All Machine Learning algorithms require large amounts
of training data (“experiences”) in order to learn. They
recognize patterns in the training data and develop
a “model” of the world as described by the data.
Reinforcement learning is slightly different from other
techniques in that the training data is not given to the
algorithm, but rather, is generated in real time via
interactions with and feedback from the environment.
But in all cases, as new training data comes in, the
algorithm is able to improve and refine the model.
This is particularly well suited for solving three types
of intelligence problems, namely: classification,
recommendation/prediction, and clustering.
Table 1. Three types of problems that can be solved
by Machine Learning
1.Classification
Identifies information as being
x, y, or z and classifies and/or
labels it.
2.Recommendation/ Recommends the best action or
Prediction
the best content. Predicts the
probability of future action
based on historical data.
3.Clustering
Finds patterns or similarities in
information and segments into
clusters. Discovers associations
(e.g. people who read certain
books)
First, tackling classification problems involves making
observations, such as identifying objects in images
and video or recognizing text and audio. From an
intelligence perspective, this could help tremendously
in reading and analyzing large volumes of text to
determine the “who,” “what,” “when,” and “where.”
When searching for information, ML can, for example,
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identify “trending themes” or the most widely “talked
about” subjects in a body of text. Human analysts can
then use this intelligence to determine the “why” and
decide on the appropriate course of action.
Second, Machine Learning can also be used for
recommendations and predictions such as estimating
the likelihood of events and forecasting outcomes. This
could, for example, be very powerful for an analyst
wanting to predict the likelihood of a competitor
launching a new product at a particular point in time.
Third, Machine Learning can be used to segment data
into clusters according to association. An intelligence
application of this is the ability to automatically detect
and extract sentiment on a more accurate level, e.g.
is this news positive or negative, and is this event a
strength or a weakness for us?
Applied to a Competitive Intelligence environment,
this can have extremely positive outcomes. ML can
automate many areas of data synthesis and can
significantly help in arriving at faster Times to Insights
over traditional methods:
•
Automation classification analytics surrounding
vast quantities of data, performed real time, within online tools and databases.
•
Templates/analytics algorithm foundations can
be used as a basis for ML data population. Again,
automating this process can allow it to be as close to
real time as possible.
•
Clustering techniques for pattern recognition
amongst various data promotes quicker development
of content and deliverables.
Tool structure is key here – utilizing a robust IT-based
internet-interactive ML capability will automate,
provide better content, and yield better quality and
faster results. Additionally, learning algorithms can be
built into the tool design so the functions can essentially
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be continually improved, automated, and more
efficient.

7. Use Cases of Machine Learning
You probably don’t even think of it, but we are already
surrounded by Machine Learning. Whenever you use a
computer device, chances are high that ML is involved.
ML prevents your e-mail from getting overloaded
with spam, ML helps you buy books at Amazon and
select films at Netflix, ML helps you avoid traffic in
rush hour, ML helps you find and translate information
at Google, ML helps you check your spelling and
grammar in Microsoft Word, ML helps you find friends
on Facebook, ML helps you win chess games and much,
much more.
Digital giants such as Google, Facebook, Netflix, and
Baidu as well as industrial companies such as Intel
and GE are leading the way in these innovations,
seeing Machine Learning as fundamental to their core
business and strategy. The most immediate question for
businesses is how Machine Learning algorithms could be
applied and where they are likely to have the biggest
impact. What kind of intelligence problems is Machine
Learning best suited to tackle?

1) Human Judgement Override
ML is simply one tool in the intelligence practitioner’s
toolbox. There are many other tools that are used for
various applications to arrive at the fastest time to
insight and execution. Relying exclusively on any one
tool is not recommended. However, knowing when and
how much to apply a level of human judgement to the
model is also a challenge. Sometimes an overzealous
use is caused by having a preconceived determination
on how the analysis or outcome should be going (sort
of like guiding a mouse thru a maze, rather than letting
the mouse guide itself).
2) Replacement vs. Augmentation
In theory, all ML learning should ultimately result
in a “single” point of knowledge. i.e. regardless of
any situation, you arrive at the same outcome as
determined by the algorithms. Of course, this is highly
impractical in a real-world scenario. Therefore, it is
critical that ML reliance is based on an interaction of
Figure 3. Thanks to Machine Learning, a search
for Roche, Oncology and FDA provides a cluster
of results where the main trends are immediately
visible and easier to analyze.

The potential uses of machine learning are remarkably
broad. The value potential is everywhere, even
extending into sectors that have hitherto been slow
to apply data and analytics. As applications of
this technology are adopted, they could generate
tremendous productivity gains and an improved quality
of life. However, they could also unleash a wave
of job losses and other disruptions, not to mention
thorny ethical and societal questions that will have to
be addressed as machines gain greater intellectual
capabilities.

8. Machine Learning Risks
There are areas where, if not appropriately applied
and managed, Machine Learning can have its
problems. This is why it is important to understand
the added value that ML brings to the table and not
rely on this technology as a “cure-all” within your
intelligence systems.
There are several challenges to ML implementation
and usage, but in practice, these are the top three that
need to be managed:
i am scip
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THE NETFLIX RECOMMENDER SYSTEM
Netflix is an excellent example of how Machine Learning can be used to sift through large amounts of content in a smart way.
One of the reasons Netflix has quickly surpassed the traditional TV networks is that it uses machine learning to recommend
what viewers might be interested in, based on their viewing history and other factors. Netflix looks at the content you watch
and offers suggestions to viewers based on categories such as actors, genre, filming location etc. Over 75% of what people
watch comes from these recommendations and the company estimates its algorithms produce $1 billion a year in value from
customer retention.
Personalized content also helps to “find an audience even for relatively small niche videos that would not make sense for
broadcast TV models because their audiences would be too small to support significant advertising revenue, or to occupy a
broadcast or cable channel time slot.”
For the future, Netflix is already working on a new technology that is intended to make its recommendation engine even better.
The goal of this technology is not only to recommend movies based on what you’ve seen in the past, but also to make suggestions based on what you actually like about your favorite shows and movies.

this function with other algorithms and tools, including
human intelligence. The objective here is to augment
your toolbox to include a highly valuable capability
around ML that can help you anticipate industry and
competitive behaviors within the overall intelligence
modeling.
3) Specialized Learning vs. Generalized Learning
There are applications for both, but understanding
where to use them is the key to success. Some ML
capabilities can be confined to specific components
of the intelligence model, while others can holistically
provide industry and global knowledge. Sometimes
users may over apply ML to areas that might not be
best suited to the design of the ML algorithm, thus
polluting the findings of other tools and compromising
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the overall results of the analysis. Understanding
how to apply specific ML functions that integrate with
your overall analysis is the desired objective for the
intelligence professional.

9. Will Machines Replace Humans?
Will we be replaced by Machine Learning and
Artificial Intelligence in the future? This is a million
dollar question that is frequently debated.
We do not believe that ML/AI will replace intelligence
analysts anytime soon. Artificial intelligence is still at
the initial stages of prototyping, fixing and testing all
errors. Further, there are events that ML/AI simply
cannot predict as described in the book, “The Black
Swan.” If you have only ever fed the computer with
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white swans, it will calculate the probability of seeing a
black swan as zero….
On the positive side, intelligence professionals should
start actively using and testing the ML that is available
in order to experience it and learn to use it better as
the technology evolves. Already today, ML can help
analysts to skip the boring work and make them more
focused and smarter. If you have smart analysts, as
well as the resources to use intelligent tools, you will
get the best results. However, in the future we might see
particular roles being replaced. The first people that
will have to go will likely be those whose roles are very
task-based and lack creativity.
McKinsey Global Institute has defined a new work role
that would suit intelligence professionals very well; the
so-called ”Business Translator”. Business Translators
serve as the link between analytical talent and
practical applications to business questions. In addition
to being data savvy, Business Translators need to
possess deep organizational knowledge and industry
or functional expertise. This enables them to ask the
data science team the right questions and to derive
the right insights from their findings. It may be possible
to outsource analytics activities, but Business Translator
roles require proprietary knowledge and should
be more deeply embedded into the organization”.
McKinsey estimates that there could be a need for 2-4
million Business Translators in the US alone over the
next decade.

10. Towards Augmented Intelligence
The global economic and social systems have vastly
changed in the last 10 years, and continue to digitally
grow at an exponential rate. The potential for 7+
billion people in the world that could connect to billions
of machines results in an unprecedented level of data
the world has never seen.
The goal of any analytical effort is to leverage
information and ask the right questions in order
to improve business results. Now more than ever,
decision makers require intelligent ways of gathering
knowledge and making decisions, helping them to
extract actionable intelligence from constantly evolving
information.
This is where Machine Learning-based intelligence
i am scip

systems can support by empowering users to identify
information, trends and patterns that warrant attention.
This new technology is more than an interesting
phenomena, it is indeed a requirement. But ML will not
replace intelligence professionals that ask the right
questions and put information in context. Rather than
replacing humans, ML will augment human intelligence
and enable people to gain expertise and reach
insights much, much faster than before.
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